YcTtaHoBka UMNI Server B
cpene BupTyanmsayunm
Proxmox VE Ha Debian 13 +
Docker

B aTon cTtatbe nonpet peyb 06 yctaHoBke UMNI Server B cpene Proxmox VE (9.2). PaboTbl bygem
NpoBOANTb B KOHTenHepe LXC ¢ BkAtOYeHHbLIM nesting 1 BbikAto4eHHbIM Unprivileged container.

[ToAroTOBKa OKPYXXeHn4

B KayecTBe KOHTenHepa ncnonb3lyem wabnoH Debian 13 (

https://docs.docker.com/engine/install/debian/).

Mocne co3paHusa LXC obHOBMTE NakeThl

su
apt update
apt upgrade

Tenepb Heobxoammo ycTaHoBUTL docker n docker-compose

# Add Docker's official GPG key:

apt update

apt install ca-certificates curl

install -m 0755 -d /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/debian/gpg -o /etc/apt/keyrings/docker.asc

chmod a+r /etc/apt/keyrings/docker.asc

# Add the repository to Apt sources:
tee /etc/apt/sources.list.d/docker.sources <<EOF

Types: deb


https://docs.docker.com/engine/install/debian/

URIs: https://download.docker.com/linux/debian

Suites: $(. /etc/os-release &5 echo "$VERSION CODENAME")
Components: stable

Architectures: $(dpkg --print-architecture)

Signed-By: /etc/apt/keyrings/docker.asc

EOF

apt update

Tenepb ycTaHoBMM Docker, docker-compose

apt install docker-ce docker-ce-cli containerd.io docker-buildx-plugin docker-compose-plugin

Mpoeepka, 4To Docker 3anyuieH

systemctl status docker

YcTtaHoBka UMNI Server

Co3panTe KaTanor, B kotopom byaeT Haxoantbcs UMNI Server. CTpykTypa dansios gns
MWHVMaIbHOro CTapTa Takas:

umnu-ecosystem/ <- nmwoboit KaTanor, rge nexat ¢Gainbl HUxe

F— docker-compose.release.yml  # o6s3aTenbHO: 3anyckaeT KOHTeliHepsl M3 06pa30B

}—— nginx.conf # obs3atenbHo: MoHTupyeTca B frontend, 6e3 Hero KOHTeWlHep He
cTapTyert

F— env_config/

| L— .env # obsazatenbHo: B[] + HacTpoiku backend (ciopa nuweTcs

ENCRYPTION KEY)

— .env # onumoHanbHO: MHTepnonauua compose (WEB PORT, DB NAME, ...)
}—— storage/ # BHYTpEeHHMe [aHHble; CO30aéTCs aBTOMATUYECKMU
— logs/ # norn backend; co3paétca aBTOMaTMyecCku

L— plugins/

L custom/ # nonb3oBaTesibCKWe naruHsl

Co3pgagnm nanky /opt/umni-ecosystem :

mkdir /opt/umni-ecosystem -p

Tenepb co3gagum docker-compose.release.yml



cd /opt/umni-ecosystem

nano docker-compose.release.yml

BcTaBbTe B HEro cienyroLni Kog

# Pa3BépTbiBaHMe u3 roToBbix 06pa3oB Docker Hub (6e3 cbopku nm3 mcxopgHuKoB) .

#
# BbICTpBIA CTapT:
# 1) cp .env.example .env (npn HeobxoguMMOCTU OTpepakTUpymTe)
# 2) co3panTe KaTanoru: mkdir env_config storage logs
# 3) nonoxute cBon .env 63keHpa B env_config/.env (knwum cM. DOCKER.md)
# 4) pobaBbTe MayHTbl XpaHunuu, XocTa B pa3gen volumes (CM. Huxe)
# 5) docker compose -f docker-compose.release.yml up -d
#
# 006pa3bl Nno ymonyaHutw 6epytca m3 Docker Hub. MNepeonpepenute npu HeobxoguMMoCTK:
# $env:IMAGE OWNER="<dockerhub-user>"; $env:IMAGE TAG="v1.2.3"
# docker compose -f docker-compose.release.yml up -d
#
# HOST-PEXUM (network mode: host):
# backend B cetTm xocTa — HyxeH gns multicast DNS (mouck ycTtpoucTB _umni_api. tcp.local.)
# n npuéma UDP-wumpokoBewatenbHoro syslog (mopt 514) oT yCTpOMCTB.
# frontend B ceTu xocTta — nginx cnywaeT 80 Ha XocTe, npokcupyeT Ha backend no loopback.
# postgres ocTaétca Ha bridge app-network, nybnukyetcs Tonbko Ha 127.0.0.1:5432.
#
# BAXHO: cepsuc c network mode: host He MoxeT uMeTb networks:, ports:, expose:.
#  Owumbka "only one instance of 'host' network is allowed" = 3T0 npaBuIO HapylweHO.
services:
postgres:

image: postgres:16-alpine
container _name: umni_postgres
restart: unless-stopped
env_file:
- ./env_config/.env
environment:
TZ: Europe/Moscow
POSTGRES DB: ${DB_NAME:-umni}
POSTGRES _USER: ${DB_USER:-postgres}
POSTGRES PASSWORD: ${DB PASSWORD: -postgres}

ports:



- "127.0.0.1:5432:5432"
volumes:
- postgres data:/var/lib/postgresql/data
networks:
- app-network
healthcheck:
test: ["CMD-SHELL", "pg_isready -U ${DB_USER:-postgres}"]
interval: 10s
timeout: 5s

retries: 5

backend:
image: ${IMAGE OWNER:-sazanof}/umni-ecosystem-backend:${IMAGE TAG:-latest}
container _name: umni_backend
restart: unless-stopped
network mode: host
command: uvicorn main:app --host 127.0.0.1 --port 8000
depends_on:
postgres:
condition: service healthy
env_file:
- ./env_config/.env
environment:
DB HOST: 127.0.0.1
DB USER: ${DB USER:-postgres}
DB_PASSWORD: ${DB PASSWORD: -postgres}
DB _NAME: ${DB_NAME:-umni}
DB PORT: ${DB PORT:-5432}
LOG LEVEL: ${LOG LEVEL:-INFO}
LOG DIR: /app/logs
STORAGE_HOST BASE: ${STORAGE HOST BASE:-/host}
TZ: Europe/Moscow
volumes:
- ./logs:/app/logs
# .env MOHTMpPYeTCA Ha 3anucb: npuioxenue camo xpaHut ENCRYPTION KEY.
- ./env_config:/app/env_config
- ./storage:/app/storage
- ./plugins/custom:/app/plugins/custom

H*

XpaHunuua xocTa. MyTb B storages 3apaértca XOCTOBbIA (Hanpumep "D:\CameraData"),

H*

backend cam nepeBepnét ero B KOHTenHepHbii: "<STORAGE HOST BASE>/D/CameraData".



#

# Windows-xocT (Docker Desktop): MoHTupyeM Becb Ouck B /host/<bykBa>.
# - type: bind

# source: 'D:\'

#  target: /host/D

#

# Linux-xocT: nyTb B Sstorages 3apaéTCsi KOHTEUHEPHbIM, KaK B MayHTe HUXe.
# - type: bind

# source: /mnt/rec

#  target: /mnt/rec

frontend:
image: ${IMAGE OWNER:-sazanof}/umni-ecosystem-frontend:${IMAGE TAG:-latest}
container _name: umni_frontend
restart: unless-stopped
network mode: host
volumes:
- ./nginx.host.conf:/etc/nginx/nginx.conf:ro
depends_on:
backend:

condition: service healthy

volumes:

postgres data:

networks:
app-network:

driver: bridge

MOHTMpPOBaHME CBOUX ANPEKTOPUIA N ANCKOB

Ecnn Y BaC B CUCTEME €CTb HECKOJIbKO ONCKOB N Bbl XOTUTE n06aBnNTb NX KaK KACTOMHOe

XpaHunuue, HanpuMmep Ans Kkamep, To Heobxoammo fo6aBMTb COOTBETCTBYOLWMA 610K B docker-
compose.release.yml

Mpumep: y3HaeM CKoJIbKO TOMOB LVM 1 Kyfa NpuUMOHTUPOBaHbI (akTyanbHO ansa LXC):

root@umni-ecosystem:/opt/umni-ecosystem# df -h

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/data--ssd--500gb-vm--106--disk--0  20G 1.2G 186 7% /
/dev/mapper/data--hdd--1tb-vm--106--disk--0 356 2.1M 33G 1% /mnt/umni-data



PepakTnpyem docker-compose.release.yml

- type: bind
source: /mnt/umni-data

target: /mnt/umni-data

Co3panTe HepocTawLWwme gupektTopun n ansol

mkdir env_config storage logs

Co3panTte hann env _config/.env

APP_MODE=production

DB HOST=postgres

DB USER=postgres

DB_PASSWORD=postgres

DB _NAME=ecosystem

DB _PORT=5432

LOG _LEVEL=debug

DEBUG_MODE=app, cameras,devices,rules,mqtt,services,storages,systeminfo,scheduler, tasks,websock

ets,notifications,plugins

Co3pganTe .env Ha OCHOBE .env.example

# Ckonupyute 3T0oT damn B .env: cp .env.example .env
# OEPXWTE 3HAYEHWA B CWMHXPOHE C env_config/.env (backend).
# 3707 dann mcnonb3lyetca TOJIbKO gns uHTepnonauuu nepemMeHHbix docker compose

# (uMma B[, nopT ¢poHTeHpa u T.n.) u HE nepepnaértca B KOHTEMHepbl HanpsMyw.

# Postgres, co3paBaeMas KOHTeWHepoM postgres
DB USER=postgres

DB_PASSWORD=postgres

DB _NAME=ecosystem

DB _PORT=5432

# MopT, Ha KOTOpOM Hapyxy 6ypmeT poctyneH Beb-uHTepdenc (http://localhost:WEB PORT)
WEB_PORT=80

# YposeHb noruposaHus backend (INFO/DEBUG)
LOG LEVEL=INFO



# KopeHb, Kyga MOHTUpykTCH guckm xocTta (backend nepesogut D:\... -> /host/D/...)

STORAGE HOST BASE=/host

Ecnn ecTb nnaruHsbl, CKOHI/IpyI7IT€ nx B plugins/custom , NpeanBapuTESIbHO CO34aB ee

mkdir plugins/custom -p

CospanTte nginx.conf

events {

worker connections 1024;

http {
include /etc/nginx/mime.types;

default type application/octet-stream;

sendfile on;

keepalive timeout 65;

client max _body size 100m;

server {
listen 80;

server _name localhost;

root /usr/share/nginx/html;

index index.html;

location / {

try files $uri $uri/ /index.html;

# PoyTbl 635keHpa xuByT 6e3 npe¢ukca /api (auth, ws, cameras, ...),
# nosToMy cpe3aeM /apil uepe3 3aBepuawwui CN3W B Proxy pass.
# XocT-pexmMm: backend cnywaet 127.0.0.1:8000 B ceTu xocCTa.
location /api/ {

proxy pass http://127.0.0.1:8000/;

proxy http version 1.1;

proxy set header Upgrade $http upgrade;



proxy set header Connection "upgrade";

proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

proxy set header X-Forwarded-For $proxy add x forwarded for;
proxy set header X-Forwarded-Proto $scheme;
proxy read timeout 3600s;

proxy send timeout 3600s;

location /docs {
proxy pass http://127.0.0.1:8000/docs;
proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

location /openapi.json {
proxy pass http://127.0.0.1:8000/0penapi.json;
proxy set header Host $host;

proxy set header X-Real-IP $remote addr;

KoHTenHep backend paboTtaeTt ot UID 1000 (appuser).
be3 3Toro oH He cMoXXeT nNucaTb forn n obHoBAaTL ENCRYPTION _KEY B .env. danTe
COOTBETCTBYIOLME NpaBa:

chown -R 1000:1000 env_config logs storage plugins

NTorosbin Habop namnok u annos

root@umni-ecosystem:/opt/umni-ecosystem# tree -fh
[4.0K]

|-- [1.9K] ./docker-compose.release.yml

|-- [4.0K] ./env_config

|-- [4.0K] ./logs

|-- [1.3K] ./nginx.conf

|-- [4.0K] ./plugins

| “-- [4.0K] ./plugins/custom

“-- [4.0K] ./storage



3anyck

docker compose -f docker-compose.release.yml pull # nopTAaHyTb 06pa3bl (pekomeHpyeTcCs)
docker compose -f docker-compose.release.yml up -d

docker compose -f docker-compose.release.yml ps # BCce Tpu KoHTelHepa Healthy

MNepenounTte no agpecy http://IP_BALLEIO_LXC/#/
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